Kak He cTarh KepTBOil KHOEpIpeCcTyIJIeHUH

JlOCTUXKEHNA HaykMu U TEXHUKM, co3fdaHMe BCEMUPHOW CeTUM WHTEepHEeT
NO3BOMUNN  MPECTYMHOCTM  BbIATM Ha  HOBbLIN  ypOBEHb W  3axBaTUTb
KMBepnpoCcTpaHCTBO.

Tenepb MPeCTYNHUKY HE HYXXEH MPSIMOM KOHTAKT C XXePTBOW, OH MOXET CTaTb
Yyrpo3on Ans KaXkaoro norib3oBarensi «rnobdanbHoM nayTuHbIy, KPYMHbIX KOpnopauun
N uenbix rocyaapcTs.

npeCTyI'IHOCTb B BMpPTyalibHOM NpPOCTpaHCTBE — 4ABJ1IeHNEe OTHOCUTEJIbHO
HOBO€, HO 4aCTb HpeCTyﬂﬂeHMVI, coBepLllaeMblX B ccbepe BbICOKMX TEXHOSTOMMI, — 3TO
3HaKOMbI€ KpaXXn, MOLLEHHNYEeCTBAa, BbIMOIraTenbCTBO.

KnbepnpecTynHoCTb — He3aKOHHble OENCTBUS, KOTOpble OCYLLeCTBSTCA
noabMu, NCNosb3yLWMMU NHPOPMAaLMOHHBIE TEXHONMOMMN ANSA NPECTYMNHbIX LEenen.
Cpeon OCHOBHbIX BWOOB KMBGepnpecTynHOCTM BbIAENST  pacnpocTpaHeHune
BPEAOHOCHbIX MporpamMMm, B3fIOM MNaporfien, Kpaxy HOMEPOB KpeaUTHbIX KapT u
Apyrmx ©OaHKOBCKMX pPEKBU3UTOB, a Takke pacnpocCTpaHeHWe npoTMBOMNPaBHOM
MHdOpMauumn ¢ ncnosb3oBaHnem cetn IHTepHer.

MpaBuna, koTopble NomMoryT Bam He cTaTb XepTBon KnbepnpectynneHnn:

- XpaHuTe Homep KapToyku un NMMNH—koab! B
TanHe;

- He MCnonb3ynTe OuH naponb Ans BCex
WHTEPHET-PEeCypCOB;

- K CBOEW OCHOBHOM kapTe B Bawwem 6aHke
BbINYCTUTE  AOMOMHUTENbHYI0, KOTOPOW
Oyoete pacnnaumBaTbCAa B UHTEPHETE.
Tyga nerko MOXHO OygeT nepeBoauTb

HebonblWne CyMMbl AEHEN, U B Criydae KOMMApoOMeTauun AaHHbIX JOCTaTOYHO

npocTo 3abrokMposath ee;

- perynspHo npoBepsiiTe COCTOAHWE CBOMX OaHKOBCKMX CYETOB, 4YTOObI
y6eanTbCs B OTCYTCTBUMN «JTULLHUX» U CTPaHHbIX onepauui;

- NocTaBbTe NIMMUT Ha CyMMY CMMCaHWA UNun nepesofa B SIMYHOM KabuHeTe
OaHkKa;

- He nepeyncnsiTe AeHbrn Ha ANEKTPOHHbIE KOLUEMNbKU M cHeTa MOBUIbHbIX
TeneoHOB npu onnate nokynok, ecnn Bbl He ybeaunucb B GnaroHageXHOCTU
nuua/opraHn3saumm, KOTopbiM NpegHasHadvaroTca Bawwm cpeacTsa;

- He nepeBoauTe AEHEXHble CPeACcTBa Ha cyeTa HE3HAKOMbIX N,




- He nepes3BaHMBaWTe W He HanpaenanTe oTBeTHble SMS, ecnu Bam
nocTynuno coobuleHne o 6nokMpoBaHUM GaHKOBCKOW KapTbl. CBAXUTECH C BaHKOM,
o6cnyxumBatowmm Bawy kapTy;

- OyobTe OCMOTPUTESbHBLI B OTHOLLIEHUN MUCEM C BIIOXKEHHBbIMU KapTUHKaMMU,
NOCKONbKY hannbl MOryT cogepxaTtb BUpYyCbl. OTKpbIBanTe BIIOXKEHUS TOMbKO OT
M3BeCTHbIX Bam oTnpaBuTenen u Bcerga MNPOBEPANTE BMOXEHUA Ha Hanudue
BMPYCOB, €CIN 3TO BO3MOXHO;

- He nepexoaute HeoboyMaHHO MO CCbifikaMm, coaepxawumcs B
crnam-paccbifikax. YOOCTOBepbTeCb B NPaBWUNBHOCTU  CCbINKW, Npexae 4vem
nepexoguTb No HEW U3 ANEKTPOHHOIO NUCbMa;

- He 3anofHAnTe MOrfyYeHHble MO 3SIEKTPOHHOM MnoYvTe (OpMbl U aHKETHI.
JInyHble gaHHble 6e30MacHO BBOAUTL TOMbKO Ha 3aLUMLLIEHHbBIX canTax;

- HacTopoxuTtecb, ecnn oOT Bac TpeOywT HemegneHHbIX OeUCTBUA UMK
npeacTaBnseTca  4ypesBbldanMHas  cuTyauuMs. JTO  TOXe  MOXeT  ObiTb
MOLUEHHNYECTBOM, MNPECTYMHUKN Bbi3blBalOT y Bac owyuleHne Tpesorn, 4Tobbl
3acTtaBuTb Bac gencreoBaTtb ObICTPO U HEOCMOTPUTENBHO;

- He pasmellanTe B OTKPbITOM [OCTyne WU He nepefasBavTe MHMopMaumio
NNYHOIO XapakTepa.

PaccmMmoTpumMm camble pacnpocTpaHeHHble CXeMbl MOLIeHHUYecTBa:
1. «3BOHOK U3 BaHka»

Bam 3BOHUT He3Hakomel. Homep BxoasilLero 3BoHKa O4eHb NOXOX Ha Homep OaHkKa,
a 3BOHAWMN npeacTaBnsieTcsl pabOTHMKOM  KOHTaKT-UEHTpa unuM  cnyxo6bl
Oe3onacHocTu DaHkKa.

Ons peanunsaunm
MOLLUEHHUYECKON CXEeMbl TaKke
NCMonb3yTCA  MEeCCEHXepbl,
npexge Bcero Viber. Bxogawumn
3BOHOK MaKkcMManbHO
3akamycnmpoBaH noA  3BOHOK
COTpyAHUKa GaHKka: Ha aBaTapke
MOXET MCMNOoNb30BaTbCA FOroTumn
GaHka (monHoOCTLIO nnu
YacTM4yHO), a oTobpaxkaembli
TenegOoHHbIN HOMEpP 3BOHALLErO
MOXET OblTb OYEeHb MOXOX Ha
TeneoH cnyxbbl NOAAEpPXKKM
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OaHka.

Y MOLLEHHUKOB €CTb BO3MOXXHOCTb 3BOHUTbL C HOMEPOB, NOXOXNX Ha odmumaanHe
HOMeEpPa GaHka. 3ﬂ0yMbILLI.I'IeHHI/IKI/1 MEeHAIT LI,I/lepr B HOMepeE, KOTOPble Bbl MOXeTe
HE 3aMeTUTb.



Y Bac npocAT KoHuaeHuMnanbHble aHHble

MoweHHUK coobliaet, YTo «BaHK BbISBM MOAO3PUTENBHYIO onepaumio no Bawen
KapTe» Unm «nocTynun 3anpoc Ha OHMNanH-odopmneHne Kpeanta Ha Bawe nms».

OH npocut y Bac noruH u naponbe ot NHTepHeT-6aHknHra, kog n3 SMS ot baHka (B
OonbLWMHCTBE CnyyaeB conpoBoXgaembl dpason «Hukomy He coobwanTte!»),
PEKBU3NTLI KapTbl (MOMHbIA HOMEP KapTbl U cpok ee aenctend, CVV- unm CVC-kopn).
OTO HYXXHO AKOObI «4Mn COXPAHHOCTM BaLUMX AEHEr».

Kak MmoweHHUK nbiTaeTca Bac yse,DMTb

«Mb1 360HUM € ogbuyuarbHO20 HoMepa, rnpPosepbme Ha caumex.
«B uensax koHpudeHyuanbHocmu s ekrndar poboma, Komopabil
3awumum eawu OaHHbIe» (Bbl CNbILLMTE B TPyOKe NErKni wenecr).

Ana ybeautenbHOCTN OH HasbiBaeT BalUM MepCoHarbHble AaHHble
(vnms, oTyecTBO, nocregHne 4 uudpbl KapTel UM AOp.) U OpOCUT
nepeBecTn AeHbIN «Ha 3aWUWEHHbIU cdem, Komopbll 3aKperiéH 3a
repcoHaribHbIM MEHEOXEepPOoM: 3mo HyXHO Ons 6e3onacHocmu, a
MOMOM 8bl CMOXXeme 8ePHYMb OeHbaU».

Mnn npocuT HasBaTb Balln NepCoHasbHble JAaHHbIE UMW CEKPEeTHbIe
koAbl M3 SMS poboTy, Npu 3TOM B TPyOKE Bbl CAbILLNTE MY3bIKY.

Bam npepgnaratoT ycnyru CTpaxoBkM OT MOLUEHHUYECKUX OENCTBUN.
[na ee odhopmneHma Heobxoammo NpefocTaBUTb AaHHbIE O KapTe, Ha
KOTOPOM HaxogsaTCcs 3HavuTenbHble AeHexXHble cpeactBa u SMS-koa
ON5 NOATBEPXAEHUS onepaumn.

BaxHo! Hukomy He coobLiante CBOWM NUYHbIE OaHHbIE, AAHHbIE KapT, 3alUUTHbIE
Koabl, kogbl n3 SMS! Ecnun ¢ kapTon, AENCTBUTENBLHO, NMPOUCXOAAT MOLUEHHUYECKME
onepauun, baHk cam MOXeT ee 3abnoknposaTthb!

2.

«MoTeHuManbHbIN NOKynaTenb»

MoLueHHUK npeacTaensieTcs
NoTEeHUManbHbIM  NOKynarenem
TOBapa, obbsaBneHne o}
npogaxe KOTOpOro ObI10
pasMmelleHO BaMuM B CETU
NHTEpPHET. Mo Kakum-To
npuYMHaM  «MNOKynaTenb» He
MOXET  cerogHs  npuBe3TH
AEHbIM, HO XOYET npucnaTtb Bam

3anor w3 pgpyroro ropoga no
cucTteme AUCTaHLIMOHHOTO

GaHKOBCKOro obCcny>xXmBaHums.



Ccbinka

[ns npoBepkn NOCTynreHWs nepeBoda MOLUEHHUK HanpaensieT BaM CCbIIKYy Ha
PULLIMHIOBBIA CaWT, KOTOPbIN OYeHb GNM30K MO AM3ariHy Ha WMCNONb3yeMbli Bamu
WHTepHeT-6aHK Unu CTpaHuly ANs BBOA4A PEKBU3UTOB KAPTOYKWU ASS NOMyYeHUs yxe
OTNPaBNeHHOro nepeBoda [AeHexHblX cpencts. [locne BeBegeHMss BamMu B MNons
ULINMHIOBOro canTta naposis U NormHa Unn PeKBU3UTOB Ballen KapTO4YKWU, AaHHble
CTaHOBSATCH AOCTYMHbI MOLLUEHHUKY.

QR-kog

BmecTo CCbInkn MOLLEHHWK MOXET HanpaBuTb Bam QR-Kof, KOTOPbIN Takke XpaHUT B
cebe cCbinNKy Ha uwKMHIoBbIM caunT. [Nocne BBegeHMs Bamu B Nons OULINHIOBOMO
canTa naposis U formHa WM PeKBU3UTOB BalLel KapTOYKW, AaHHble CTAHOBATCA
AOCTYMHbI MOLLEHHUKY.

BaxHo! He nepexogute no nogospuTenbHbiM ccbinikam. [Ona Beb-Bepcun
NHTepHeT-6aHKNMHIra MCnonb3ynTe TONMbKO oduumanbHbli canT baHka, a ana
MOOUNBLHON BEPCUMM — TONMbKO MOOUNBbHOE MNPUITOXKEHNE, 3arpyXeHHoe U3
odomumanbHbIX MarasumHoB. BHumaTenbHO u3ydnTe canT, Ha KOTOPOM BBOAMUTE
nn4yHble AaHHble. OBs3aTenbHO NPOBEPLTE HaNUYMe Takoro camTa B UHTEPHETE.

3anomHute! [Ins nonydyeHuss nepeBoda OEHEXHbIX CPeacTB HET HeobxoaMmocTu
BBOAUTb CPOK AencTBus kapTtbl u CVV-kog.

3. «Coo06LlueHus B couuanbHbIX CeTAX»

MOLLEHHMK HEe3aKOHHbIM NyTeM MosnyvaeT OOCTYM K CTpaHU4ke B CoLMarnbHON CEeTU U
oTnpasnseT coobLleHns ¢ Npocbbor prMHaHCOBOWM NMOMOLLM OT MMEeHU ee BraernbLa

APY3bsiM.

lMpocbba MoXeT BbITb camada pasHasd: oT
«CKnHb MHe [pgeHer Ha kapTy, no
apyx6e» 0O HexBaTKM [OeHer Ha
fGonblyto MNoKynky. B pegkux cnydasx
MOLLUEHHVK [aXe MpOoCUT MpPOM3BECTU
onnaty  camocTosiTenbHo,  obellas
BO3MECTUTb  3aTpaTbl MNpU  JIMYHOWN
BCTpeue.

BaxHo! Mpwn nostlydeHum
COMHUTENbHOIO coobLeHmns nnu
Manenwen HeyBepeHHOCTU B TOM, YTO
Bbl AENCTBUTENBHO ObLLaeTech C BNagenbLeM CTPaHUYKN, NO3BOHUTE eMY.

4. «Posbirpbiwun/pasgaun/onpocbl ot baHka unu MHbIX opraHu3auun»



MoLueHHUKN OoCTaBnAwT BblAYMaHHY0
peknamy B NONynsipHbIX coumanbHbIX ceTax 06
onpoce oT umeHn baHka n «Pasgade npusos
nepson 1000 npoweawmnx onpoc!» unm o Tom,
YTO B CBSA3M 4 rogoBLMHOM baHka nnbo MHbIM
3Ha4YMMbIM MeponpUATUEM, nocnegHun
pasgaeT CBOMM KIMEHTaM [LEHEeXHble Mpu3bl.
Llenb onpoca — 4kOObl U3y4nTb MHEHUE
knueHTtoB. [locne npoxoxageHws  oripoca
opraHusaTop obewaet AeHexHoe
BO3HarpaxneHue.

OpaHako, nocne  npoxoxgeHusa  onpoca
HeobxoanMmo 3annatuTb HebosnbLUYyHo
KOMUCCUIO, CBSI3aHHYIO C MepeyncrieHMem
BO3HarpaxaeHuss nmbo c uenbko MNonydYeHus
nmocnegHero — BBEeCTUW AaHHble Bawen
©aHKOBCKOM KapThl.

[aHHbIN  KeNC Oo4vYeHb pas3HoobpaseH wn
OorpaHNYMBaEeTCs  TONMbKO  BOOOpakKeHnem
MOLUEHHMKOB. BmecTto  onpoca  Moxet

Cerom NpArnawaeT Bcex

#a NpaagHEx

Kynoxw Viber Out Playstation
4 Xbox One W KpyNHbe
BEHEEH B NPAIE — HAKTO W3
YUSCTHHROB He YARET Gea
nopapkal

YUACTEOBATE:

viber-promoticnl0.com

CViber
10 IET BMECT
AM

npeanaratbCA BO3MeLLEeHUe HalrlorosbixX BbIMJ1aT, KOMNeHcauuna 3a HanlunM4ymne Ballnx

AaHHbIX B base «KYTEYKU» U NHblE MaxXHaAUUN.

BaxHo! [locetnte odwuumnanbHy0 CTpaHULy opraHuMsauumM Wunm no3BOHUTE B
KOHTaKT-LeHTP AN NpOBEpPKM Hannums akumm, posbirpbillia unm onpoca.



