Kak 3alumTuTh cBOU cOepexeHnst B BUPTyarnbHOM Mupe

Ha npotsbkeHun Tekywero roga B Pecnybnuke benapycb BHOBb HabntogaeTca pocT
KonmyecTBa NpecTynsieHnn B cpepe MHPOopMaLMOHHBIX TexHonorun. MNogaenstowlee
BONbLIMHCTBO U3 HUX COCTAaBMSAT XMLLEHNA AEHEXHbIX CPeACTB NyTeM 3aBnageHns
pekBM3nTamm GaHKOBCKMX MAATEXHbIX KapT — CT. 212 (XMLWeHne nmyLiecTsa nytem
MoamMduKaummnm KOMNbOTEPHON MHpopMauuKn) YronoBHOro kogekca Pecnybnunkm
Benapyce.

lMoHMMaHuWe Toro, YTo Takoe KnbepnpectyneHue, Kakme Tunbl KNGepnpecTynneHnn
CYLLIECTBYIOT M KakK OT HMX 3alMTUTLCA, MOMOXET BaM YyBCTBOBaTb Cebsl yBepeHHee.
B aTon ctatbe nogpobHO pacckaxem O TOM, YTO Takoe KMbepnpecTynHOCTb, OT KaKuXx
Yrpo3 M1 Kak Hy>XHO 3alumwatbes, YTobbl obecneuntb cBOKO 6e30MacHOCTU B CETH
WHTEpPHET.

YTto Takoe knbepnpectynneHue.

KubepnpecTynneHue - 310 NpecTynHasa AeaTerNbHOCTb, Liefbio KOTOPOW ABNSETCA
HenpaBoOMEpPHOE UCMOSIb30BaHNE KOMMbOTEPA, KOMMNBbIOTEPHOW CETU UMM CETEBOTO
yCcTponcTtBaa.

BonbLUMHCTBO KMGEpnpecTynneHni coBepLlaoTca KubepnpectynHMkaMmm nnm
Xakepamu, KoTopble 3apabaTbiBaloT Ha 3TOM AeHbrn. KnbepnpectynHas
AeATENbHOCTb OCYLLECTBNSAETCSA OTAENbHBIMU fMLLAMU U OpraHn3aLmsiMu.
HekoTopble knbepnpecTynHukn 06beguHSATCHA B OpraHU30BaHHbIe rpynnbl,
NCNonNb3yT NepegoBble MeToabl 1 06naaatoT BbICOKON TEXHUYECKOM
KBanudukaumen. [ipyrme — HaunHarLmne xakepol.



KM6epnpeCTynH|/||<|/| penko B3rnambiBalOT KOMMNbOTEPBLI MO NpU4YnHam, He MMELLM
OTHOLUEHWUA K NoJTy4eHunto I'IpVI6bIJ'II/I, Hanpumep, no NONMMNTU4ECKNM UNN NIMYHbIM.

Tunbl KMbGepnpecTyneHUn:
BoT Heckonbko NpUMeEpPOB pasfnUYHbIX TUNOB KNb6epnpecTynieHni:

. MoLLEHHNYECTBO C 9NEKTPOHHOW MNOYTON N UHTEPHET-MOLLUEHHUYECTBO;

. MOLLUEHHNYECTBO C MCMNONb30BaHMEM NINYHbIX AAHHbIX (KpaXka u
3rI0HaMEepPEHHOE NCMOSTb30BaHNE JINYHON
MHdopMaUnn);

* Kpaxa bnHaHCOBbIX AaHHbIX UMW OaHHbIX
©aHKOBCKMX KapT;

+ Kpaxa n npogaxa KoprnopaTuBHbIX AAHHbIX;
* KubepwaHTax (TpeboBaHue geHer ons
npegoTBpalLeHns knbepatakm);

* ATtaku nporpamm-BbiMoratenen (Tun
KnbepLuaHTaxa);

* KpunTtogxekmHr (MamHWHI KpUNToBantoThl C
NCNONb30BaHNEM YY>XMUX pecypcoB 6e3
BeoMa MX BnagernbLes);

* KnbepLunnoHax (HeCaHKLMOHUPOBAHHOE
nonyyeHue Aoctyna K JaHHbIM
roCcy4apCTBEHHbIX UM KOMMEPYECKNX
opraHusaumn).

BonbLluMHCTBO KNbepnpecTynneHnin OTHOCUTCS
K OQHOW 13 ABYX KaTeropumn:
* KpuMunHanbHasa 0esaTernbHOCTb, Lerbio
KOTOPOW ABASIKOTCA CaMn KOMMbIOTEPSI;
* KpuMunHanbHasa gesaTenbHOCTb, B KOTOPOW
KOMMbIOTEPLI NCMOMb3YTCA AS151 COBEPLLEHNS
ApYrnx NpecTynneHuni.
B nepBom crniyyae npecTynHUKN NCNOMb3YT
BMPYCbI 1 Apyrne Tunbl BPEAOHOCHbIX
nporpamm, 4Tobbl 3apa3nTb KOMMbIOTEPHI U
Taknm ob6pa3om NOBPeaAnTb UX UM OCTaHOBUTL UX paboTy. Takke ¢ NOMOLLbIO
3r10BpEeAOB MOXHO yaansiTb UM NOXuWaTh AaHHbIE.
KubepnpecTynneHnus, B pesynsrate KOTOpbIX BlagesnbLbl YCTPONCTB HE MOryT
NonNb30BaTbCS CBOMMU KOMMbIOTEPAMN NI CETBIO, @ KOMMNaHUKU - NPeoCTaBnsaATbh
WHTEPHET-YCIYyrn CBOMM KIIMEHTaM, Ha3blBaEeTCs aTakon oTkasa B 0b6cnyxnsaHum
(DoS).
KnubepnpecTynneHuns BTOPOW KaTeropumn UCnosb3ytoT KOMMbITEPb! UK CETU ANg
pacnpocTpaHeHns Bpe4OHOCHbIX NporpamMm, HeneranbHOW nHpopmauumn nnm
HepaspeLUeHHbIX N300paKeHUN.



MHorga 3noyMbILLNEHHUKM MOTYT coBMeLaTh 0be kaTeropum KnbepnpecTtynneHuin.
CHa4vana oHu 3apaxatoT KOMMbIOTEPLI BUPYCaMu, a 3aTeM UCMNONb3YHOT UX A1
pacrnpocTpaHeHus BpegoHocHoro MO Ha apyrve malmHbl NnNu No BCen ceTu.
KnbepnpecTynHuKM MOryT Takke BbINOSTHATb Tak Ha3biBAaEMYHO aTaky C
pacnpegeneHHbIM oTka3om B obcnyxueaHum (DDos). OHa noxoxa Ha DoS-ataky, Ho
AnNs ee nposefeHnst NPEeCTYMHUKM UCNOSMb3YHT MHOXECTBO CKOMNPOMETUPOBAHHbIX
KOMMbIOTEPOB.

Mpumepbl KNGepnpecTynneHun:

PaccmoTpuM pe3oHaHCHble NpUMepbl pa3nnyHbIX TUMOB Knbeparak:

1. ATaku ¢ ucnonb3oBaHuem BpegoHocHoro 0

ATaka ¢ ucnonb3oBaHmemM BpegoHocHOro MO — aTo 3apaXkeHne KOMMbITEPHON
CUCTEMbI UMK CETU KOMMBIOTEPHBLIM BUPYCOM MW ApYrMMm TUNomM BpegoHocHoro 0.
KomnbloTep, 3apakeHHbI BpeJOHOCHOW NPOrpamMmMon, MOXET MUCMOoSb30BaTbCA
3r10yMbILLNIEHHMKaMK NS OOCTMKEHMS pasHbix uenen. K HUM OTHOCATCA Kpaxa
KOH(bMAEeHUManNbHbIX AaHHbIX, UCMOMb30BaHMe KOMMNboTEPa ANS COBEPLUEHNS
APYrnx NPecTynHbIX AENCTBUA NN HaHeCceHue yulepba AaHHbIM.

3BECTHBIM MMPOBBLIM NPUMEPOM aTaku C UCNONb30BaHNEM BpeaoHOCHoro N0
aBnsaeTca ataka sbimoratens WannaCry, cnyunsluasca B mae 2017 roga.
Ransomware — ato Tvn BpegoHocHoro MO, KoTopbIn cnonb3yeTcsa Asis NosyvYeHns
AeHer B o6MeH Ha pasbrnoknpoBaHue yctponctaa/dannos xeptebl. WannaCry - 310
TWM NporpamMmMm-BbIMOraTenen, KOTopble UCMOMb3YT YA3BMMOCTb KOMMbIOTEPOB
Windows. XXeptsamn WannaCry ctann 230 000 komnbtoTepoB B 150 cTpaHax mupa.
Brnagenbubl 3ab6noknpoBaHHbIX hannoB OTnpaBuin coobLleHne ¢ cornacnem
3annatuTb BbiKyn B KpuntoBantote BitCoin 3a BoccTaHOBMNEHNE JOCTYNa K CBOMM
AaHHbIM. DnHaHCOBbIE NOTepu B pesynbrate geatensHoctn WannaCry
oLeHuBaloTCs B 4 munnuapga gonnapos.

2. duwmHr

duwMHroBas KamnaHusi — 3T0 MaccoBasi pacchlfika cnam-coobLEeHN nnn apyrmx
POpM KOMMYHMKaLMK C Lienblo 3aCTaBUTb NorydaTenen BblMOMHUTL AENCTBUS,
KOTOpble CTaBAT Nof yrposy ux nuyHyo 6e3onacHocTb nnu 6e3onacHoCTb
opraHusaumm, B KOTOpor oHM paboTatoT. CoobLLEHNSA B (PULLMHIOBOKM pacchbifike
MOryT coepXaTb 3apaKeHHbIe BIIOXXEHUS UIN CCbISIKM Ha BPeOOHOCHbIe canTbl. OHK
Takke MOryT NPOCUTb Nofy4aTtens B OTBETHOM NUCbMe NpegocTaBuTb
KOHpuaeHUManbHyo nHopmaumio.

N3BeCTHbIN NpuMep PULLMHI-MOLLEHHMYECTBaA npousoLlest Ha YemnuoHaTte mupa no
dyT6ony B 2018 rogy. Mo nHdopmauuu Inc, PUWNHrOBLIE SNEKTPOHHLIE NUCbMA
paccblnanncb pyToonbHbIM haHaTam.

B aTuMXx nucbMax 3r0yMbILNIEHHMKM NPpUBEKanu 6onenbLmkosB danbLUmnBbIiMu
BecnnaTtHbIMK noesgkammn B MockBy Ha YemnuoHat mupa. Y nogen, Kotopble
NPOXOANNN MO CCbISIKe B COOBLLEHNAX, BbINKU yKpaaeHbl NMUYHbIe JaHHbIE.

Hpyron Tmvn OUWNHIOBON KamMnaHUM U3BECTEH KaK Lieneson ouLnHL. MoLLeHHNKN
nbiTaloTCa 06MaHyTb KOHKPETHBIX NtoAen, cTaBs nog yrpo3dy 6e3onacHoCTb
opraHu3aumm, B KOTOPOM OHM paboTatoT. B oTnnumne ot MmaccoBbix



HeNnepCoOHNMULMPOBAHHBIX (PULLIMHIOBbLIX PACChINTIOK COOOLLEHMSA ONs LeneBoro
duwmHra cosgaroTcs TaK, 4Tobbl y nonyvarens He BO3HUKIO COMHEHUI, YTO OHU
OoTnpaBneHbl N3 Ha4eXHOro NCTOMHKKA, HanpuMep, OT reHepanbHOro AnpekTopa unu
IT-meHemxepa.

3. PacnpenenéHHble atakm TMna «oTkas B 06Cny>KMBaHUM»

PacnpegeneHHble ataku Tuna «oTkas B obcnyxunsanuny (DDoS) - ato Tvn
kKnbepartaku, KOTOPYHO 3M0YMbILLIIEHHUKN NCNOMB3YIOT ANS B3NIOMa CUCTEMbI UK
cetn. MHorpga ansa 3anycka DDoS-atak ncnonb3ytoTcs NOAKIIOYEHHbIE YCTPONCTBA
loT (Internet of Things — VIHTepHeT Bewen).

DDoS-ataka neperpy>xaet cucteMy 60MbLUMM KONMYECTBOM 3arnpoCcoB Ha
NoaKIitoYeHne, KOTopble OHa pacchifiaeT Yepes OAUH U3 CTaHOAaPTHLIX NPOTOKONOB
CBA3N.

KubepLiaHTaXXmucTbl MOryT ucnonb3oBaTtb yrpody DDoS-ataku ans nonyvyeHns geHer.
Kpome Toro, DDoS 3anyckatoT B kadecTBe OTBMEKaLWero MaHespa B MOMEHT
COBepLUEeHWs Apyroro Tuna knbepnpecTtynneHus.

N3BecTHbIM Nnpumepom DDoS-aTakm aBnsieTcs ataka Ha Beb-canT HaunoHansHon
notepeun Benukobputanumn B 2017 rogy. Pesynstatom ctano oTknoveHne Beb-canta
1N MOBMMBHOIO NPUMOXEHNS NOTEPEN, YTO HE NO3BONWIIO rpaXkgaHam
BenvnkobputaHum urpatb.




Kak He cTaTb XxepTBOM KMbepnpecTynseHus:

Tenepb, NOHMMas, Kakyto yrpo3y npeacraBnseT KnbepnpecTynHOCTb, BCTAET BOMPOC
O TOM, Kak Hanny4wmm obpasom 3amMTUTb Ball KOMMbIOTEP N NUYHbIE AaHHbIE?
Cnepytowme coeTbl noMoryT obesonacuTb cebsa n coxpaHuTb Bawwm geHbru:

1. PerynapHo obHosnste MO 1 onepaumoHHy0 cuctemy

lMNocTtosiHHOe oBbHOBNEHME NporpaMMHOro obecnevyeHms n onepaumoHHON CUCTEMbI
rapaHTupyeT, YTo A8 3alnThl BaLlero KoMnboTepPa UCMOSb3yTCA HOBENLINE
ncnpasneHnst 6e30nacHoOCTML.

2. YctaHoBuTe aHtmBupycHoe 0O u perynspHo ero obHoBnsnTe
cnonb3oBaHMe aHTUBMPYCa UM KOMIMMEKCHOro pelleHnst anga obecneyeHns
NHTepHET-6e30NacHOCTU, — 3TO NPaBUSIbHbIN CNOCO6 3aLMTUTbL Bally CUCTEMY OT
atak. AHTuBMpycHoe MO no3sonseTt npoBepsiTb, 0O6HapPY>XMBaTb U yaansTb Yrpo3bl
[0 TOro, Kak oHu co3gaayT npobnemy. OHO NOMOraeT 3alWmTUTb Ball KOMMNbIOTEP U
BaLUW JaHHble OT KnbepnpecTynHUKoB. Ecnu Bbl UCNoONb3yeTe aHTUBUPYCHOE
nporpaMmmHoe obecneyeHune, perynsapHo obHoBnanTe ero, Ytobbl obecneunTb
HaWNy4YLWni YPOBEHb 3aLLMUThI.

3. Mcnonb3ynTte cnoxHble naponu

Mcnonb3ynTe CnoXHble Naponu, KoTopble TpyAHO nogobpathb, U, MO BO3MOXHOCTH,
HWUr4e Ux He 3anucbiBanTe, 0CobeHHO B umMdpoBom Buae. MoxxHO BOCNONbL30BaTbCA
YCIyron HageXxHoro MeHegxepa naposnen, KoTopbin obnerynT Bam 3agadvy,
nNpeasiokmne CreHepuUPOBaHHLIN UM CIIOXHbIN NapoSb.

4. He oTkpbiBanTe BNOXEHMWS B 9NEKTPOHHbIX CNamM-CO0BLLEHNAX
Knaccuyeckuin cnocob 3apaxeHns KOMMNbITEPOB C MOMOLLbIO BPEAOHOCHbIX aTtak U
APYrnx TUNOB KMBepnpecTynneHni - 3TO BMOXEHUS B 9NEKTPOHHbIX
cnam-coobuieHnax. Hukorga He OTKpbiBanTe BIIOXEHME OT HEU3BECTHOIO BaM
oTnpasuTens.

5. He HaxxmmanTe Ha CCbINKN B 9NEKTPOHHbIX CNaM-COOBLLEHMAX N Ha canTax,
KoTopble Bam He 3HaKOMbI

Ewe oguH cnocob, ncnonbayemMbli KnbepnpecTynHuKamu s 3apaxeHus
KOMMbIOTEPOB Morib3oBaTenemn, — 3T0 Bpe4OHOCHbIE CChIfKM B CNaMOBbIX
9NEKTPOHHbIX NUCbMaXx NN Apyrmx COobLLEHUSIX, a TakKe Ha HE3HAKOMbIX
Beb-canTax. He npoxoauTe no aTMM ccbinkam, YTobbl HE CTaTb XXepTBOW
NHTEPHET-MOLLEHHUKOB.

6. He npegocTtaenanTte nn4yHyo nHopmauuio, He ydeameLuMch B 6e30nacHOCTU
KaHana nepegayv

Hukorga He nepefasanTe NMYHbIE JaHHbIE MO TenedOHY UK MO 3NEKTPOHHOM
noyTe, eCnu Bbl He YBEPEHbI, YTO TenedoHHoe CoeanHEHME NN SNEKTPOHHAas no4Tta
3awmieHbl. Yoegurtech, YTo Bbl 4ENCTBUTENBHO FOBOPUTE MMEHHO C TEM
4YernoBEeKOM, KOTOPbIN BaM HYXEH.

7. CBskMTECH HANPSIMYHO C KOMMNaHWEN, €CINX Bbl NOMYYUNN NO03PUTENbHbIN
3anpoc

Ecnu 3BOHSALWMI NPOCUT Bac NpeaocTaBuUTb Kakne-nmbo AaHHbIe, NONoXuTe TpyoKy.
[Mepe3BoHMTE B KOMMAHMIO HANPAMYO NO HOMepY TenedoHa Ha ee ouynansHOM



canTte, n yéeantecb, YTO BaM 3BOHUNN HE MOLLEHHUKN. YKenaTenbHO nonb30BaTbCA,
npun 3ToM, ApyrMm TenedoHOM, NOTOMY YTO 3M0YMbILLITEHHUKMA MOTYT OCTaBaTbCH Ha
nuHWK: Bbl ByaeTte gymatb, 4TO Habpanu Homep 3aHOBO, a OHKM ByayT oTBEYaTb
SKOObl OT MMeHK BaHKa U gpyron opraHMsaunmn, ¢ KOTOPOK, MO BaleMy MHEHWUIO,
Bbl pa3roBapuBaceTe.

8. BHumaTenbHO npoBepsanTe agpeca Beb-canToB, KOTOPbIE Bbl MOcCeLLaeTe
O6pawante BHuMmaHne Ha URL-agpeca canTtoB, Ha KOTOpPbIE Bbl XOTUTE 3alTH.
Ybeauntecb, YTO OHU BbIMSAAT NErMTUMMHO. He nepexogumTe no cchbinkam,
cogepxalmm HesHakoMble unn Ha Bua cnamoBble URL-agpeca. Ecnu Baw npoaykT
Ansa obecneyeHnsa 6e30NacHOCTM B CETU UHTEPHET BKIOYAET (DYHKLMIO 3aLlUTbI
OHJTaNH-TpaH3aKuun, yoéegmrtech, YTO OHa akTUBMPOBaHa.

9. BHuMMmaTenbHO npocmaTpmBanTe cBom GaHKOBCKME BbINUCKA

Halum coBeTbl AOMKHbI NOMOYb BaM HE CTaTb XXepPTBOW KnbepnpectynHmMkoB. Ho
€CINK BCE Xe 3TO CINYyYUIioCb, BaXXKHO NOHATb, KOr4a M Kak 3T0 NpOU30LLSO.
lMpocmatpuBanTe BHMMATENBHO CBOM GAHKOBCKME BbIMUCKN U 3anpaluinBanTe B
BaHke nHdopmaumto No NobbIM HE3HAKOMbIM TpaH3akuMaM. baHk MoxeT
NPOBEPUTDL, ABMSKOTCA NN OHWU MOLLEHHNYECKUMM.

Tenepb Bbl NOHUMAETE, KaKyo yrpo3y NpeacTaBnsaoT KNGepnpecTynHuku, 1 3HaeTe,
KaK OT Hee 3alMUTUTLCS.
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