BuwuHr. Kak He nonacTb Ha
YIOBKU KNOepMOLUeHHUKOB.

B aT10ii cTatbe MBI pacckaxeM Oojiee MoAPOOHO O criocode MPUMEHEHHUS
HaIlIUX YKPaJIESHHBIX WM CIIYYalHO YTEKIINX JTaHHBIX, KOTOPBIM, HECMOTPS
Ha MHOXeCTBO npenynpexacHuii B CMU u ot 6aHKOB, MO-TIPEKHEMY
MIPUHOCHUT JIETKHUE JCHBI'U MOIIICHHUKAM.

Peun moiiner o BumuHre (anri. vishing, or Voice phishing) — mertone
MOIIIEHHUYECTBA C IPUMEHEHUEM COLUAIIBHON UHXEHEPUH, CYTh KOTOPOTO
3aKJIr04aeTces B Tene(OHHOM KOMMYHHUKAIIMU, BBEJACHUHU B 320y XK/ICHUE,
MIPUTBOPSACH COTPYTHUKOM OaHKa, MOKyMNaresieM U Tak Jiajiee, u
BBIMAHHWBAHUHM TOJT Pa3HBIMH MPENJIOTAMU y JIEpKaTeNs TIaTeKHOU KapThl
KOH(MHUICHITHATLHON HHPOPMAITNHU I CTUMYJIUPOBAHUH K COBEPIITCHHUIO
OTIpEIeTICHHBIX JCHCTBHUI CO CBOMM OAHKOBCKHUM CUETOM H/WJIH TIIaTSKHOM
KapTOU.



JIaHHBIM TUIT MOIIIEHHUYECTBA CTaJl OYEHb AKTUBHO MPUMEHSATHCS B
oTHomeHuu rpaxaan Pecryonuku bemapycs ¢ 2019 roma. 3BoHsT vaiie
BCETO CO CKPBITOTO, TOXOKETO HAa HACTOSIINI HOMep OaHKa 0o
MOJIMEHEHHOTO € TTIOMOIIBIO CTEIMATBHOTO MPOrPaMMHOT0 obecreueHus (To
€CTh 0TOOpaXKaeTCsl MPU 3BOHKE HACTOSALIUN HOMEpP OAHKOBCKOW CITY>KOBI).
[Ipyyem CTOUT OTMETUTH OYEHBb BAXKHBIM MOMEHT, KOTOPBIA 3HAYUTEIBHO
MOBBIIIAET JJOBEPUE K MOILIEHHUKY. 3BOHS, OH y>K€ 3HAE€T YacCTbh UJIU BECh
HOMEP KapTOUYKH, YCIyraMu Kakoro OaHKa IMOJIb3yEeTCsl YEIOBEK, a TAKKE
MOKET 0OpaTUTHCS IO UMEHU U OTYECTBY.

Cpa3y BO3HHMKAET JJOTUYHBIN M PE30HHBIN BOMPOC: OTKY/a y MOIIICHHUKA
MOXKET OBITh CTOJIBKO HH(MOpMaIiK 0 yesnoBeke? OTBET Ha HETO MPOCT,
BUILIMHT BCET/Ia HAUMHAETCS C MOTYUYEHUs CBEJIEHU 0 OyayIei xKepTae.
Hcrounnku MoryT ObITh CaMble pa3HOOOpa3HEbIE:

O YTe4ukH KIMEHTCKUX W/UIU MOJIb30BaTEIbCKUX 0a3 caiiToB, (hOpyMOB,
9aToB, COOOIIECTB B COIICETSAX, TOPTOBBIX IJIOMAJ0K, OHJIAWH UTP,
WHTEPHET-Mara3uHoB, 0aHKOB U MHOTHUX JIPYTHX, HE 00€CIIEUNBAOIINX
JOJKHBIN YPOBEHB 3aIUTHI sl PEA0CTAaBIEHHONW HH(OPMAIIUU WIIH
TOPTYIOIIHE/00MEHUBAIOIIHECS €10. XallaTHOE OTHOIIICHUE BIIAJICIbIIEB
yKa3aHHBIX 0a3 K JIOBEPEHHBIM JaHHBIM MTO3BOJISIET 3JI0YMBIIITICHHUKAM
MIOCTOSTHHO OOHOBJISITH ¥ IOTIOJHATH CBOM CITUCKH KEPTB, TaK KaK ceiyac BO
BCEM MUpE, HauMHAsI OT WHIAUBUAYATIHHOTO IPEITPUHUMATEIIS U 3aKaHUNBasI
KPYITHBIMHU OPTaHU3AIHSIMI YaCTHOTO U TOCYIapCTBEHHOTO CEKTOPOB, BCE
COOMPAIOT U XPaHAT HAIIH MTEPCOHATLHBIC JaHHBIC, B TOM YHCJIE MTACTIOPTHEIC
1 OaHKOBCKHE, HO HE BCE UCTIOIB3YIOT UX B 3asBICHHBIX ICIIAX WA
3aIUIIAIOT KaK CIIEAYET.

O [lonydeHne CBEAEHUN U3 OTKPBITHIX HCTOYHUKOB, HAIIPUMEDP, OTKPBITHIX
CTpaHMI] COLICETEeN MM 0OBSABICHUN TOPrOBBIX IUIONIaA0K. PacipocTpaneHbl
CJIy4au BULIMHTOBBIX 3BOHKOB IOCJIE IMyOIUKALIUHA OOBSIBICHUM SIKOOBI 110
IIOBOZY ITOKYIIKH TOBapa.



() OUIIMHT.

@ Ob6aaunble xpanuauia. 13-3a HeHaCTpPOEHHBIX (PYHKIUI TPUBATHOCTH,
IJIe MOTYT XpaHUThCA (poTorpaduu JOKyMEHTOB U UHbBIE TIEPCOHATILHBIE
JaHHBIE.

O CoumnagbHble ceTd. Ha cTpaHnIax noiap30Baresied CONUAIbHBIX CETEN B
OTKPBITOM JIOCTYTI€ HAXOJUTCS OTPOMHOE KOJIMUECTBO JUYHOU UH(OpMAIUH,
JaHHYI0 UH(OPMALIHIO, IOJI30BATEIH, HE 3aAyMbIBAsACh O MOCIEICTBUSIX,
[IPEIOCTABIAOT B OTKPBITOM BUJIE 3J10YMBILIJICHHUKAM.

() PaznuuHble COMHUTELHBIE U HETIPOBEPEHHBIE (DOPYMBI, IIOIIAAKH,
CaiiThl, HHTEPHET-MATa3uHbI, OHJAWH UTPbI COOMPAIOT BAIH
PETHCTPALIMOHHBIC TaHHbIC 0 OAHKOBCKUX KapTax U JApyrue, He o0ecreunBas
JOJKHBIA YPOBEHB 3alIUTHI JIJIS IIPEIOCTaBICHHON HH(MOpPMAaIH JIHOO
O0aHaJIBLHO TOPTYS €IO.

O Kpaxa TaHHBIX C M10JIb30BATEIbCKUX YCTPOICTB (TenedoH, IUIaHIIIET,
[IK u 1.1.) mociie 3apa>keHus BpeJOHOCHBIMU MPUIOKEHUSMU,
pacnpoCTpaHsIeMbIMU KHOEPIIPECTYTHUKAMH.

B kauecTBe nmpruMepa BUIIMHTA MOYKHO TIPUBECTH CITy4ai, KOr/ia KIMCHTY
OJTHOTO M3 OAHKOB IMO3BOHMJI HEU3BECTHBI MY)KUYMHA U TIPEICTABUIICS
COTPYAHHUKOM CITY>KOBI Oe30macHOCcT. OH COOOIIMII O TOM, YTO aKKayHT
MHTEPHET-OaHKUHTA B3JIOMAaH M CeHuac MPOMCXOIUT KpaXka JICHET CO CUeTa.
Jl1s1t Toro, 4TOOBI 3a0JIOKMPOBATh OAHKWHT, HEOOXOAMMO COOOITUTH JIOTHH U
MapoJjib, a TIOTOM JIJISl TOJATBEPKACHHUS TOTO, YTO UMEHHO KIIMEHT SIBJISICTCS
BJIAJICNIBIICM aKKAayHTa, Ha3BaTh «CEKPETHBIM KOI», KOTOPHIN MPHIET eMy Ha
tenedoH. McnyraBimmceh, KIIMEHT ¢Jiejai BCe, KaK MMPOCHIT «COTPYTHUK
0aHKa», U MOCJIE ATOTO €My TPHIILIO OMOBEIICHUE O CITUCAHKUH CO CUYeTa
KPYITHOM CyMMBI JICHET.

Takum 00pa3oM, Bcernia Hy>KHO ObITh HAYEKY U IOMHUTbh, OAHKaM HET
HEOOXOAMMOCTHU TaK MOCTYIAaTh, IOTOMY YTO, BO-TIEPBBIX, AOCOIIOTHO BCS
uHOpMaIHs 0 CBOMX KIIMEHTaX (cuera, HoMepa KapT, OanaHC, KOIbl U T. .) Y



HUX €CTh, BO-BTOPBIX, OHU CIIOCOOHBI O€3 BaIller0 y4acTHsl MPOBOIUTH
orepaluu 1no 6JOKUPOBKE MEPEBOAOB, CUETOB, AKKAYHTOB U HE TOJIBKO.

B ciydae BO3HMKHOBEHUS MaJEUILIETO TTOJAO3PEHHUS, YTO Bbl pa3rOBaprUBacTe
HE C COTPYAHUKOM OaHKa, MPOCTO 3aBEPILIUTE PA3TOBOP U CaMU NEPE3BOHUTE
o HoMepy TenedoHa ¢ OPUIMATBLHOTO caiiTa AJig YTOYHEHUSI BCEX BOIIPOCOB
100 coOOIIUTE O MOMBITKE YKPACTh Y Bac JaHHbIE WK JeHbru. Takxke, eciu
BaM yJaJI0Ch IPECEeUb TAKYIO MOMBITKY JIUO0 MPECTYIMHUKY BCE K€ YaJI0Ch
MOJIYYUTh OT BaC KEJIaeMOe, MO)KHO OOpaTUTHCS B IPABOOXPAHUTEIIbHbBIE
OpraHsbl € 3asIBJICHUEM O IOIBITKE/COBEPIIEHUN B OTHOIIIEHUU BacC
IPECTYIUJIEHUS.

Pexomennanuu

B coBpeMeHHOM MUpe HEBO3MOXKHO TapaHTUPOBAHHO yOepeub ceOst OT
YTEUKHU MEPCOHATBHBIX JJAHHBIX, &, CJIEI0BATEIbHO, U TIOMBITOK UCIIOJIb30BATh
UX MPOTUB HAc (0OMaHyTh, YKPACTh JICHbI'Y WJIM MOJCTABUTH), TAK KaK B T€X
WJIM UHBIX CUTYaLUSIX UX MPEJOoCTaBIeHUE 00s3aTeNIbHO, a
CKOMIIPOMETUPOBAHA MOKET ObITh HH(POPMALIMOHHAS cHUCTEMa JII000H
KOMITAaHUM WK opranu3anuu. Ho MOXKHO 3HAUYUTEIbHO CHU3UTh BEPOSITHOCTD
BO3HUKHOBEHUS IOJJOOHBIX CUTyallil. JJOCTHYb 3TOTO MOXHO JIUIIb 33 CYET
OTBETCTBEHHOTO Y BHUMATEJIHHOTO OTHOIIIEHHUSI K CBOUM JIaHHBIM:

@ Bcerna cobmoaarh Mepbl UG POBOI TUTHECHBI.

) BbITh OIUTETHLHBIM B OTHOIIEHUY TIEPEIavuy U MPEAOCTABICHUS JIFOOBIX
MEPCOHABHBIX JAHHBIX.

() He BBIKIaABIBATh B MTyOJUYHBIN JOCTYII.

() He nepenaBarh U HE OTIPABIIATH MO MOYTE UIN B MECCEH]IKEPAX CBEIAECHUS
U3 IOKYMEHTOB, a TAK)X€ UX CKaHbl U (OTOrpai COMHUTEILHBIM U
HENPOBEPEHHBIM CEPBUCAM, MarasuHam, OpraHu3anusaM, HE3HAKOMbIM
JIIOISAM.

0 HOCTapaTI)CFI HUCKIIIOUYHNTD CIIy4aHd IICPCChUIKU JAHHBIX JaKC 3HAKOMOMY U
HAC)KHOMY KOHTAKTY, KOTOPOMY OHH HeO6XO,[[HMBI, HaIIpuMcEp, I



oopMIIEHUS JOKYMEHTOB, TTOCKOJIbKY BBl HE CMOXKETE MIPOCIICIUTh, OyIyT U
BAIlIM JAHHBIC MIEPENPABIICHBI JAJIEE TOCTOPOHHUM JHOIAAM. Eciu
aNBTEPHATUBHOTO CIIO0C00a MepeiaTh JaHHbIE HET, TO OCJI€ UCIIOIb30BaHUS
OTIIPABUTEIIIO U MOJTyYaTENI0 HEOOX0IUMO YIaJIUTh X C IIOYTOBOIO CEPBEPA,
a IpHU MepechbUIKe CKaHOB U (HoTorpaduil JOKYMEHTa PEKOMEHIYETCSl CTABUTh
HEIMOCPEACTBEHHO Ha HUX NTOMETKY (HarpuMmep, BOASHOMN 3HAK), C KaKoi
LEJIbI0 OHU NIEPECHUIAIOTCS, UTOOBI CIOKHEE ObLIO UCIIONb30BaTh B
IIPECTYIHBIX LEIAX.

HOI[BGI[GM HUTOI' U BBICJINM OCHOBHOC.

B m106bIx cutyanusix, npoBo/is Kakue-a1u00 AelCTBUS C JeHEKHBIMU
CpEeIICTBaMH IOJIH30BATENISIM HEOOXOIUMO COOMIONATh MOBBIIICHHYIO
ocTopoKHOCTh. banku He 3anpammBaioT CV V-koabl (C 00paTHON CTOPOHBI
KapThl) WK Kol 3 CMC, a Takke HHYIO IEPCOHANBHYIO HH(POPMAITHIO.
Kpome Toro, monb30BaressiM HEIb3sl IEPEXOAUTH 0 COMHUTEIIbHBIM
ccpuikaMm u3 CMC unnu nrceM B MHTEPHET-pecypcax, COUATIbHBIX CETAX U
MECCEH/IKepax: OHU MOT'YT BECTH Ha MOLIEHHUYECKHUE CAITHI.

ITo pexomeHaIUsAM OAHKOBCKHUX YUPEKACHUH, KITMEHTBI, KOTOPBHIM
MOCTYIIAaeT 3BOHOK M3 O0aHKa, JOJDKHBI 00paliaTh BHUMAHKE Ha MaHEPy
OOIICHHSI COTPYTHUKOB. MOIIICHHUKHN TIOCTAPAIOTCS BCEMH CITOCO0aMu
yOeIuTh KJIMEHTA IIPOOJIKATh pa3roBOp. A HacTosIIas Ciyxoa
0e30macHOCTH OaHKa HUKOT/Ia He OyJeT BO3pakaTh, €CIIM KIIMEHT 3aX04YeT
MIEPE3BOHMTH MO3KE.

Ecnu MoTIeHHUKH BCe YK€ YKpalu ICHbIH CO cUeTa KIIMEHTa, HY)KHO B
KpaT4aiiinne CpoKu COOOUTUTh OaHKY O HECAHKIIMOHUPOBAHHOM IEPEBOJIE U
3a010KUpoBaTh Kapty. Eciu monb3oBaTens He HAPYIII TIPaBHIia
0e30macHOCTH, OaHKHU 00s13aHbl BEPHYTh KIUEHTY JIeHbru. OHAKO CI0XKHO
TOBOPHUTH O BO3BpATE, KOT/Ia KIIMEHT HapyIlIaeT MpaBuiia MOJb30BaHUS
MHTEepHET-0aHKOM: cOOOIIaeT CBOM JaHHBIE JIJIs BXO/Ia B OHJIaltH-0aHK U
KOZbI IOATBEPKIACHHS MOLIIEHHUKaM. B Takux ciydasix Bce 3aBUCUT OT THIIA
TPaH3aKIMU U YAAIOCH JIU €€ OCTAHOBUTH aHTU(DpOI-cucTeMaM, JTM00 oHa
yIIIa.



[Tonp30BaTeINIIM, CTOTKHYBIIMMCS C HEYIAYHOH TOIBITKOH MOIIICHHUYECTBA,
TaKke peKOMEeHayeTCsl oOpaiaThesi B 0aHk. Takum 00pa3om, OaHK y3HAET O
HOBBIX CII0CO0AaX MOIIEHHUYECTBA M UX MPEAOoTBpaIaet. Takxke numeeT
CMBICTT COOOIIATh O 3JI0YMBINIICHHUKAX ONIEPaTOpaM CBSI3U: Y HUX €CTh
BO3MOXKHOCTH OTCJICTUTh M 3a0JJOKUPOBATH 3BOHKU C HOMEPOB MOIIIEHHUKOB.

VYenex unm Heyiaua BUIIMHTOBBIX MOIIEHHUKOB MPAKTUYECKU MOJHOCTHIO
3aBUCHUT OT MPOCBEUIEHHOCTH U TPAaMOTHOCTH B cepe HHPOPMALIMOHHON
0e30macHOCTH rpaxaaH. Takom 00pa3oM, eciii KJIIMEHT OylieT OUTeNeH U
OCTOPOXXEH, TO BEPOSTHOCTH XUIICHHSI C €T0 KapThl ICHEKHBIX CPEICTB
CTPEMUTHCA K HYJIIO.

NN NOAYYEHMM TEIEPOHHOIO 3BOHKA U/ CMC OT AKOBbI
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