®uwuHr. Kak BbIAABUTb
MOLLUeHHuKa B ceTuU HTepHeT

B nanmonansHoMm cermente cetu Matepuer PecnyOnuku benapychb
HaO0JIIOIaeTCsl 3HAYUTEIHHOE MOBBIIIEHNE MOIIIEHHUYECKOM aKTUBHOCTH,
CBSI3aHHOM C UCTIOIB30BaHUEM (DUIIIMHTOBBIX CTPAHUI U 1AKE LEJIbIX CAUTOB.

[enpro TaHHON Pa3HOBUIHOCTH (PMIINHTA SIBISIETCS IOJYYEHHUE HE TOJIBKO
YYETHBIX JIAHHBIX OT KaKUX-JIMOO CEpBHUCOB (JIOTHH U MApOJib), HO U JaHHBIX

TUTaTS)KHON KapThl (HOMEP, CPOK JICHCTBUS, MMl M (DaMHITUS IepKaTess 1
CVC(C2/CVV2 kon).

Taxxke CTOUT OTMETHUTD, YTO MPOyMAHHBIN 11€71eBOM (DUITUHT HE OOXOUTCS
0€3 UCIOoJIb30BaHMS COLMAIBHON NHKeHepuH. [IpuueM ecnu paHbIie B
OCHOBHOM TMPOUCXOJIUJIA PACChUIKA (PUITUHTOBBIX MUCEM Ha 3JIEKTPOHHYIO
MOUTY, IJIe ObLJIa BO3MOXKHOCTh OJIOKMPOBATh MaCCOBBIE PACCHUIKH, TO TENEPh
3JIOYMBIIUIEHHUKHA UCITOJIB3YIOT €11€ MECCEHKEPDI U COLIUAIBHBIE CETH, YTO
3HAYUTEIBHO PACIIUPSET LIEJIEBYIO aAyAUTOPHIO.

B cityuyae ycniexa 3710yMBIIUIEHHUK MOYKET IIEPEYUCIIUTD C KapThl )KEPTBbI
HEKYIO0 CyMMY JICHET, €CJIM Ha cyeTe OyAeT I0CTaTOYHO CPEACTB. A eciu
NOJyYUT JAHHBIE JIs1 BXOZA B JIMUHBIN KAOMHET UHTEPHET-0aHKUHTA,
NEPEYUCIIUT BCE ACHBIU CO CUETa, J100, C UCIOIb30BaHNEM MEKOaHKOBCKOM
cuctembl uaentudukanuu (MCH), MOXXET OTKPBITH cueTa B IPyrux O0aHKax
(0 KOTOPBIX KEepPTBa JUIUTEILHOE BPEMsI MOXKET HE 3HATh), JJIS POBEACHUS
TPaH3UTHBIX ornepanuii. B xynimem ciaydae, opopMUT OHIAMH-KPEIUTHI, B
KOTOPBIX MOYXHO CHATh HAJIMYHbBIE, IEPEBECTH WA MOTPATUTh CPEACTBA
OHJIANH. A 4epe3 HEKOTOPOE BPEMS KEPTBE MPUAET U3BELIEHUE O
3a10JKEHHOCTH WJIM TTOBECTKA B CyJ1 3@ HEYIUIaTy.

I[aHHa)I MOIICHHUYCCKAA aKTUBHOCTDb HAIIPaBJICHA HA T'OCYAAPCTBCHHBIC
Opra”Hbl U OpraHU3alui, OPUINICCKUX U (bI/IBI/I‘-IeCKI/IX JIMII.

IonaeabIBalOTCA pa3iuvHbIe pecypchbl:



MHTEpPHET-OAHKUHTY OAHKOB;

TOPTOBBIE MJIOIIAIKH;

pa3nuyHbIe MI1aTGHOPMBI U CEPBUCHI, HA KOTOPBIX JOCTYITHA OILIaTa
OHJIAIIH KaKUX-JIMO0 TOBApOB MJIM OKa3aHUS YCIYT.

HoBble NOABIAIOTCS TPAKTUYECKH Cpa3y Mocie OJTOKUPOBKHU CTaphIX, a
CXOXECTh C PEAIIbHBIMU CaUTaMU IIOPOM JOCTUTAET OYEHBb BBICOKOTO YPOBHSI.

B nacrosiiiee BpeMs HaOI0qaeTCS IBE€ OCHOBHbIE (PMIIMHTOBBIE CXeMbI
MOIIIEHHHYECTBA:

® 3JI0YMBIIUICHHUK BBICTYIAET B POJIA MPOJABLA (MCIIOIHUTENS YCIYTH).
e MOoIIeHHUK MPUTBOPSETCS MOKYTAaTeIeM (3aKa3uMKOM YCIYTH).

VY kax 0l cXembl CyIIECTBYIOT CBOM MOAU(DUKALIMH, KOTOPBIE MO3BOJISIOT
MOIIIEHHUKAM, B TOM YHUCJI€ TOBTOPHO, 0OMaHbIBATh M0JIb30BaTEIEH.

IIpumep mackupoBku noa miuomaaxky Kufar.by

CYHICCTBYIOT PAa3JIMIHBIC MCTOABI 1 CHOCO6I)I, KOTOPBIMH 3JIOYMBIINIJICHHUKHU
CCIroaHs IIBITAXOTCA 0OMaHBIBATH 66H0py00B.

Kaxxmas u3 cxem oOmaHa mojipasyMeBaeT 2 3Tama: MOATOTOBKY H
peanu3zaiuio. [ToaroToBka mpakTUHYECKU HE MEHSETCS, B TO BpEMs Kak
peanu3aiys MOXKET OBITh pa3bIIpaHa MO-Pa3HOMY.

Bce 3aBucHT OT 0OOCTOATENBCTB U TOTO, KTO B JAHHBII MOMEHT BBICTYTIA€T B
pOJH KepTBbl. MOIIEHHUKH XOPOIIIO YYBCTBYIOT IMOIIMU COOECETHUKOB,
WTPAOT Ha JJOBEPYMBOCTU U OTKPBITOCTHU IpakaaH. MoryT pacckasblBaTh, YTO
MONAJIH B CIIOKHYIO )KU3HEHHYIO CUTYALIMIO U IPOAAIOT BEUlb 32 OECLEHOK
MIOTOMY, YTO HY>KHO OIUIATUTh JICYEHHUE POJICTBEHHUKY, yueOy peOCHKY WK
cnacTu OM3Hec, MOCTpagaBUIMi OT KpU3HcCa.

IToaroroBka:

1. 3M0yMBINIIEHHUK CO3/Ia€T OIHY CTPAHUILY, BHEITHE MTOXOXKYIO Ha
CTpaHMILy aBTOpHU3alMK OPUIIMATIEHOTO CEPBUCA, HAKIIAHYTO, OJaHK


https://vk.com/away.php?to=http%3A%2F%2Fkufar.by%2F&cc_key=

OTIPABKU KyPhEPCKOU CITyKObI (T1aTEKHOE 0043aTEIBCTBO) UIIH KE
MOJTHOCTBIO KOMMUPYET BECH CAUT.

2. IIpou3BOAUT pEerucTpaIuio J0MEeHa, BU3yalIbHO CXOXKEr0 C OPUTHHAIBHBIM.
Ha3Banue MmoxeT oTan4arbest OyKBajabHO OJHUM CUMBOJIOM JIHOO
HallMOHAJIBHOM JOMEHHOW 30HOM. Hanmpumep, neiTasich 3aMacKupOBaTh
(PUIIMHTOBYIO CTPaHUILy MO CEpBUC IUIOMIaAKu oObsiBIeHui Kufar.by,
3JIOYMBIILJIEHHUK MOXET BbIOpaTh CIEIYIOLUIUE JOMEHBI (B CIIUCKE IS
CpaBHEHUS yKa3aH U OPUTMHAIBHBIA JOMEH):
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[Tocne Toro, Kak MOAJIENBHBIN CAUT CO3/1aH U PA3MELICH HA MOX0KEM Ha
o(pUIHAIBHBIN CAalT JOMEHE, TPECTYTHUK HAUMHAET TTOUCK >KEPTBHI.
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MOAAENKA

Ha manHbpIi MOMEHT HIUPOKO MUCTIOJIB3YIOTCS HECKOJIBKO TUITMYHBIX CXEM
MomeHHn4YecTBa. OHM HaNpaBJIeHbI KaK HA NPOAABLIOB, TAK U HA
[IOKyNaTesaend TOBapOB.

Cxema o0mana npogaBuos Nel (IIpexomuiara)

1. IlpecTynHUK HAXOAUT MPOAABIA Ha O(DUITHATIEHOMN TIIOIIAAKE
0O0BSIBICHUH, KOIUPYET €T0 KOHTAKTHBIE JaHHBIC, HO Ha TUIOIIA/IKE HE
TMHIIET, MTOCKOJIBKY MepechliKa (GUIMTUHTOBBIX CCHIIOK TaM
HEeBO3MOXKHa. MImeT HoMep mpoaasiia B MECCEHKepax WIIH MUIIET B
COIICeTAX, MPEACTABIAACH AKOOBI MokymareneM ¢ Kydapa.

2. I'0OBOPHUT, UTO y>KE COBEPIIMII IPEAOIUIATY. BBICKUIAET MpOAaBIly CCBUIKY Ha
MOJJIENIBHYO CTPAHUILY, TAE IPOJABIY HY’KHO BBECTH HOMEP CBOEH KapThl
VISl TOTO, YTOOBI MOJIYYUTh A€HbIU. Cpeiu JaHHBIX, KOTOPBIE MPOCUT
3JIOYMBILJIEHHUK: HOMEP KapThl, UMs AepKareiisi, cpok aeucteus, CV V-kox
Ha 000POTHOM CTOPOHE KapThl.

3. Hor1a MOIIEHHUK TAaKK€ MPOCUT TpoAaasia npegocraButs CMC-kon
MOJITBEPKICHUS TIJIaTeXa, CChUIAsICh HA TO, UTO TIEPEBEI MPEAOIIATY U XOUET
yOeIUThCS, 9TO OHA MTOCTYIHJIa Ha CYET MPOaBIIa.



4. C mOMOIIIbI0 COOPaHHBIX TAHHBIX MOIIIEHHUK MOKET TOMBITATHCS
MEPEBECTU C KAPTHI )KEPTBBI HEKYIO CYMMY JICHET, U, €CJIM Ha cyeTe Oyer
JOCTaTOYHO CPENICTB, EMY ATO YIACTCH.

Cxema o0mana npogaBuoB Ne2 (IIpexomuiara)

1. Ecnu npeapiaymias cxema yCremHo cpadboTasa, MOIIEHHUK MOXKET
MOBTOPHO CaM CBS3aThCsl C MOKYIATEIEM WK MPEACTaBUTHCA CITY>KO0M
MOJIIEP>KKU U CKa3aTh, YTO MIPOU30IILIA OLINOKA.

2. YUToOBI BEpHYTh OIIMOOYHO NIEPEBEACHHBIE CPEACTBA, OH MPEATIOKUT
neperTy Ha (PUIITMHTOBBIN CAalT U CHOBA BBECTH JIaHHBIE CBOEH KapTHI.

3. Ecau npoaaser; 3To CAeaeT, MOIIEHHUK MOXKET MOBTOPHO CIUCATh
JIICHBTH.

Cxema o0mana mokynareseii Nel (JlocraBka 6a3oBast)

1. IlpecTynHUK BBICTABISET TOBAp Ha OQUIIUATILHOMN TUIOMIAIKE
0OBSIBICHUH IO KpailHEe BBITOIHOM IICHE.

2. Korja noreHIManbHBIN MOKYyaTelb MUIIET €My, TPECTYITHUK yOeK1aeT
MEPEHTH B MECCEHKEP WIIH COITMATIBHYIO CETh IO ITPEIJIOTOM TOTO, YTO TaM
ynooHee 0011aThCsl.

3. Bo BpeMst 0011eHsI MOILIEHHUK YTOBapHUBAeT IMOKYIATENs Ha MPEJOoIIaTy
WIH JTIOCTaBKY IO/ JIFOOBIM IIPEIJIOTOM: YeXall U3 ropojia, HET BPEMEHHU.

4. UTtoOBI pa3BesiTh COMHEHUS TTOKYTIATeIsl, TOBOPUT O HOBOM yCIyre
XOJITUPOBAHUS CPEICTB, KoTopas nosiuiack Ha Kydape: ecniu nocraBku He
oynet, Kydap aBTomaTidecku BEpHET CpeICTBa Ha KapTy.

5. BoIchutaeT NMoKymaTeNio CChUIKY Ha MOJACIbHYIO CTPAHUILY, KOTOpPast
UMHUTHpPYET cTpanuily cepuca «Kydap JlocraBkay nuiu nuHTepHET-OaHKUHTA,
I7Ie HY>KHO BBECTH JaHHBIE KapThl, YTOOBI COBEPIIUTH MpeaoriaTy. B
Ka4eCTBE JaHHBIX KapThl MOKYIIATENS MPOCAT 3aMOJIHUThL HOMEDP KapThl, UM
nepskarens, cpok ee aeiictus, CVV-kox (3 uudgpsl Ha 000pOTHON CTOPOHE



KapThl). B HEKOTOPBIX Cilyyasx 3JI0yMBIIIJIEHHUK MOXKET MOMPOCUTh HA3BaTh
npoBepouHbiit koa u3 CMC-yBegomienus OaHka.

6. Kak TonpKo mosip30BaTesib BBOAMT JTaHHBIE CBOCH KapThl, C HEE
CITMCBIBAIOTCSA JICHBTH, MOCHIJIKA, €CTECTBEHHO, HE IPUXOAUT U CPEIICTBA HE
BO3BpAIalOTCs.

Cxema oOmana nmokynaresaeu Ne2 (JloctaBka noBTropHasi)

1. Ilocne Toro, Kak npeaplIyIias cxeMa MoJHOCThIO pealin30BaHa, U
MOKyNareyib HAYMHAET MOA03PEBaTh, YTO €ro 0OMaHYJIH, MOIIEHHUK
MOBTOPHO CBSI3bIBAETCS C MOKYIATEJIEM.

2. T'oBopwuT, 4TO Mpou3oILIa OlKOKa, TOBap yxe 3a0panu (Wiu nepeaymal
M0J1aBaTh), TOTOB BEPHYTh JACHBIH.

3. BeIcbutaeT cchbUIKy Ha MOAJEIBbHYIO CTPAHUILy BO3BpaTa CpPelICTB, I
MOKYIIATEII0 HY’KHO BBECTHU BCE TE K€ TAHHBIE CBOEH KAPThI U TOUYHYIO
CyMMY, KOTOPYIO €MY JIOJKHBI BEPHYTh.

4. ITocne TOro, Kak MOKyInarejib IOBTOPHO BBOAUT AAHHBIE CBOEH KapThl, C
€ro cyeTa NOBTOPHO CIUCHIBAXOTCS JCHBIH.

Cxema oOmana nokynaresaei Ne3 (Bo3Bpar cpeacrs)

1. TTocne TOro, Kak MOIIIEHHUK peaan30Ball cxeMy «JlocTaBkay, OH
MUIIIET TOCTPAABIIEMY MTOKYITATEIIO, MPEJACTABISACTCS CITY K00
noanepxkku Kydapa.

2. T'oBopwuT, 4TO MOCKIIKA ObLTA HE TOCTABIIEHA, U3BUHSIETCS U PACCKa3bIBAET
PO BO3MOYKHOCTh BO3BPATa CPEJCTB 32 MOCHUIKY.

3. [Ipuckuiaer ccbUIKy Ha (PUIIIMHTOBYIO CTPAHUILY, T/I€ MOKYIATENII0 CHOBA
HY’KHO BBECTH JAHHBIE CBOEU KapThl U CyMMY, KOTOpasi COOTBETCTBOBANA
CyMME€ NPEABIAYILErO CIIUCAHUS.



4. ITocne Toro, Kak MOKyIareb MOBTOPHO BBOAMT JTaHHBIC, MOIIICHHUK CHOBA
KpaJieT ICHbI'M ¢ 0AHKOBCKOTO CUeTa.

Cxema oOmMana nmokynareseii Ne4 (MomeHHAYeCTBO C HAKJIATHBIMH)

1. IlpecTynHUK BBICTABISET TOBAP MO OYEHB BHITOJHOM IIEHE Ha
ouIMaIBLHOM CcaifTe.

2. Korga noreHuuanbHbIM oKynarens nuuet emy Ha Kydape, non 1ro6sim
MIPEIOTOM IMPEJIAaracT NEPERTU B MECCEHIKED.

3. YroBapuBaeT OTIIpaBUTh TOBap 10 noure. [Ipu 3TOM MOmeHHNUK
CHELHUAJIBHO CO3/1a€T aXKUOTaX BOKPYT 00bsBIeHUS. OH MOXKET TOBOPUTb,
4yT0 OyKBaJIbHO HA JHSX ye3KaeT U3 TOPOa, WIH YTO TOBAP TOTOBBI KYITUTh
JIPYTHUE TOKYIATEIIH.

4. TIlpogaBer; TOBOPHT, UYTO MOXKHO OIIJIATUTh TOBApP yKe MOCIIE TOTO, KaK OH
€ro OTHPABUT, ITPH ITOM T'OTOB MPEIOCTABUTH JI0KA3aTEILCTBA.

5. Ecnu nmokymnarens corianaeTcs, B KaueCTBE JoKa3aTeIbCTBA OTIPABKU
MOIIIEHHUK BBICBUIAET CCHUIKY Ha MOAJIEIbHYIO CTPAHUILy TPEKUHTA MOCHUIKU
WM CKaH MOJJENbHOTO JOKyMeHTa 00 omiate. MUHUMAaIbHOE 3HAaHUE
(oTomIona no3BoJasieT NPECTYNHUKY CBIMUTUPOBATh KBUTOK JIF000H CITyKObI
noctaBku, Oyab To CDK, bennoura unu mobdas aApyrast KOMIaHUS.

6. [locne Toro, Kak MoKyImnareiab HOBEPUJI, YTO IIOCHLIKA OTIPABIICHA,
MOIICHHUK MPUCHIIAET CChUIKY Ha (DUIIMHTOBYIO CTPAHUILY, T1I€ HY>KHO
o OpMUTH MTEPEBOJT CyMMBI 3a TOBap.

7. Kak TOJIbKO TTOJIb30BATENIbL BBOAUT JIAHHBIE CBOEH KapThl, C €r0 CYETA
CIIUCBIBAIOTCA JICHBIH, A MOCHUIKA, ECTECTBEHHO, HE TPUXOIUT.

Pexomenganumn:
1. K nr00bIM omneparnusiM, MpOU3BOIUMBIM C UCIIOJIb30BaHUEM Baiieit

OaHKOBCKOM KapTbl, OTHOCUTCA MAKCHUMAJIbHO BHUMATCIIbHO U
OCTOPOIKHO. TepﬂTB 6,Z[PITCJ'II>HOCTI) HUKOI'1a HCJIb34.



2. 1nsa omnatel NOKYyNnok B IHTepHETE 3aBECTH OTIIEIBHYIO KapTy U HE
XPaHUTh HA HEM MHOTO JICHET.

3. Ecin Bam nipucnanu cchUIKy Ha MOYTOBBIN SIIUK, B MECCEHKEP WIH
SMS-coobmienneM, To, HE3aBUCUMO OT TOTO, KTO MPHUCTIAJ, JaXKe €CIU ITO
Bam qpyr, 3HakoMbIi, TOCYIaPCTBEHHBIN OPTraH WJIM OpraHU3aLus, ¢ KOTOPOU
Bbl OCTOSIHHO BefieTe NEPENUCKY, UM aOCOTIOTHO HE3HAKOMBII YeIOBEK,
MPEXJIE YEM €€ OTKPBIBATh, CIIEYET 0COOEHHO BHUMATEIbHO IIPOBEPUTH
noMeHHoe uMsl. [Ipyu BO3HUKHOBEHNH MaJIeHIIIer0 COMHEHHUS, YTO CChUIKA
BEJET HE Ha O(hUIIMANIBHBIN pecypc, ee HeoOX0IUMO poBepuTh. Crenars 3T0
MOXHO, OTBICKaB B MHTEpHETE OPUIMAIIbHBIN CAUT U CBEPUB JIOMEH, a TaK¥kKe
JOTIOTHUTENIBHO MTPOBEPUB MHGOPMAIIHMIO O JJaTe perucTparuu joMmeHa (y
(UIIMHTOBBIX OOBIYHO OT HECKOIBKHUX JTHEH 10 HECKOJIBKUX MECSIIEB) Ha
CIEIMATTM3UPOBAHHBIX HHTEPHET-PECYpPCax, HAPUMED:
whois.domaintools.com, centralops.net, xseo.in, cctld.by u apyrux.

4. Ecain pecypc oka3aJicsi mojaeJIbHbIM JINOO CaMOMY HE yJ1aeTcs
OTPEeNIeNIUTh, TO HEOOXOIUMO C/eaTh CKPUHIIIOT (PUIIMHTOBOM CTPAHUIIbI
(4TOOBI B apeCHOM CTPOKE ObLIT BUACH aJpec), U OTIPABUTH B CIIYk Oy
MOJIIEPIKKU OPUTHHATILHOTO pecypca, ¢ ONMCAaHUEM MOAPOOHOCTEN CUTyallun
(amMHUHUCTpANKS HACTOAIIETO pecypca caMa 3auHTepecoBaHa K
HEJOMYIICHUIO UCTIOBb30BAaHUS CBOCTO HUMECHH JIMOO JIOTOTHIIOB
MOITIEHHUKAMH ), TTIOCJIe YEr0 OTKA3aThCs OT MPOBEACHUS KaKUX-THOO0
OTepAIU.

5. Eciii cTa/ M :epTBOii MOIIEHHUKOB:

e Ecnu BBenu naHHbIe 0AHKOBCKOM KapThl, TO HEOOXOAMMO B CPOUHOM
MOPSIIKE MPOU3BECTHU €€ OJIOKUPOBKY, TO3BOHUB B OaHK J100, B
MHTEpHET-O0aHKUHTE TMOO TP pa3a BBels HEBEPHBIN MapOJb, C
MOCHENYIOUIEN €€ 3aMEHOU.

e Ecnu BBenu aBTOpU3AIIMOHHBIC JAHHBIE OT UHTEPHET-0aHKUHTA, TO
HEO0OXOAUMO HEMEJIEHHO 3BOHUTEL B 0QHK U COOOIIUTE O
KOMIIPOMETAIIMY YUYETHBIX TaHHBIX OT HUHTEPHET-OaHKUHTA.

e B ciiyyae He00X0qUMOCTH 0OPATUTHCS B MPABOOXPAHUTEIbHbBIC
OpraHsbl € 3asiBJIEHUEM O MOILIEHHUYECTBE.



6. BnagenbiaM pecypcoB npu BBISIBICHUH CIIy4aeB MOIIEHHUYECTBA C
UCITOJIb30BaHUEM (DUIITMHTOBBIX CTPAHUI], MUMUKPUPYIOIIUX IO
OPUTHHAIIBHBIN PECYPC, UM BOSHUKHOBEHUH NOJO3PEHUN O TAKOM

HCIIOJIb30BaHUMU:

e (pa3sy aenarh CKpUHIIOTHI (PUIITHHTOBBIX CTPaHMI] (00sS3aTEIHBHO
9TOOBI B aJIpECHOM CTPOKE OBLIT BUJICH aJIpeC) U MEPETHICOK C
MOITIEHHUKAMH.

[Ipu HEeoOxonmMMOCTH 00paIaThCSl B COOTBETCTBYIOIINE OPTaHbI.
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